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October is National Cybersecurity Awareness Month
Morrisville, VT - In recognition of National Cybersecurity Month in October, Union Bank has
joined the American Bankers Association (ABA) and the National Cybersecurity Alliance
(NCSA) to raise awareness about the importance of practicing cybersecurity across our Nation,
ensuring Americans have the resources they need to be safer and more secure online. With the
persistent threat of phishing scams, the Federal Trade Commission estimates that consumers
lost $1.9 billion to phishing schemes in 2019. The COVID-19 pandemic has only increased the
threat. To combat phishing, the ABA has launched the #BanksNeverAskThat campaign offering
engaging content to empower consumers to identify fraudulent bank communications asking for
sensitive information like their passwords and social security numbers. This year’s campaign
also offers a sweepstakes with prize drawings. The NCSA offers an abundance of tips,
infographics and videos urging everyone to be extra vigilant against online scams, including
phishing and malware, that are more prevalent in times like these.
“Educating customers about account security and cyber threats is something we all must be
conscious about if we want to reduce the risk of sensitive information being exploited for
criminal use,” said Patricia Hogan, Senior Risk Officer at Union Bank. “We take great care in
handling our customers’ sensitive information and want to equip them with practical steps they
can take to help strengthen our nation’s cybersecurity ecosystem and avoid falling prey to
identity theft and fraud.”
There are steps consumers can take to reduce their chances of becoming a victim of identity
theft or fraud. We encourage consumers to:
•
•
•

Enable the strongest authentication tools offered by their bank. Popular
authentication methods include biometrics, security keys and single-use codes.
Use complex passwords and differentiate them across multiple platforms. For
example, customers should use one password for their online bank account and another
for their email account.
Do a system check. Purge unused apps and outdated or sensitive information stored in
old files and emails and ensure all software on internet-connected devices is current.

Consumers can also make sure their account has not been compromised by taking the following
steps:
•
•

Check bank statements regularly to ensure the purchases are legitimate.
Read the fine print when purchasing items online. Often a website or application will
ask for permission to save account information.

•

Stay vigilant. Be mindful when shopping online and look for signs of illegitimate
websites. Spelling or grammatical errors, missing contact information, and suspicious
URLs or email addresses are all red flags.

Learn more about how to protect your digital life during National Cybersecurity Awareness
Month by visiting the Stay Safe Online website.
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